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KB#&HKZEY (hash functions)

o IBHRREN : [n] — [m]BEFENEARIE| 7] R RIE N8 [m] L

) —Q%ﬁ?: In] ={1,...,n}
* (data oblivious: EEHIE ZBIMEENXFIEAKE, FEERIEEMEEE X)
s ‘BHTERAE: NTZFHFRELABD
o« BRNFY/HRED

MR x # yBZEh(x) = h(y)
AR, By = yUBEA) = h(y)
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e h:[n] - [m|ZMBEIRE, EXTFEN € [n], h()Z[m] ELRSMEND
o —MRESR: X #j, BAPr[hG) = h(j)] < 1/m

e /KNiE: By € [m]FRubucket FX "13‘§<?1§§iz, {BRIF E—
IN/NTI >

. BEITR: Ve [m], E[|h7'(j)|] = nim

—RRREREBIESN: h~1(j) := {i € [n] : h(i) =}



Bl oHNMIRHY T EIAE

» [0l IERERENR, WEhgirTiYdas, (EomaiksSa3GERNENRTEFIY?
« BEXNINE: pEESTEIEIRS IR0, REZHL N RE

o =N TE- AR Z\F MER: FESRS
ﬁ)‘&ﬁ/i * Bﬁ*ﬂﬂ :E: ervers %gﬁﬂ‘ﬁ{%\ IE.I-’L.E
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e Claim: ZBn TSN ENTRE, 1511 — 1/nifiZE=Hlog n N EK

Chernoff bound. i%X,, ..., X € [0,]1 | @M II[BHE=.
RX=X;+...+X ., x> 1F
Prl| X — u| > tu] < 2exp(—0(tu))

» 12X; € {0,1 HEREBIRBRES A T1518, XRRISHEKE, u=E[X] =1
Pr[| X —ul| > logn - u] <exp(—logn)
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e |HiIZE: T XHEHAFRENSTIzS L, Bz
o FMENKR: IRFBBILEEEFML
o ZERTHM + 1811383

o %08 7 BIAYBETLhash)lFEEre-hash (FER T FENIREME—TTTEZAMES
XJ 7 A~[E]lbucket)

BIMA : [n] = [m]2RBX
h':[n] - [m+ 1]



Consistent Hashing

o AR hash, HXSH224ES M hash
e FtEEZEE—IEEIZ AN hash 4 : Int — 1nt S
o XXX, Foitih(x), ZABRERK, HKEIFZE—TIETHY. XN EAlgdsHIbucket
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o WIRIMIB—1PAkFBE3sE?
o HEZMR/NEHER

» HFhashgBElaY, HEEVERRAFMKAZIIEH
o« RWETRERM D 1193 8kRAYERD
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5 — /X I E[Karger et al., STOC 1997]

. . BHEIESX, HEMCDN/AFHIIE/MNEELZEEH
1998: Akama”ﬂzi B3k, BAconsistent hashing#c:

19994, apple.com@ (E&HE=BH) ME IR A1TE, —R KR
7, IHAkamaildCDN_E/JcopyR] BAIE & T &
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« DHT (distributed hash table)

Consistent hashing@EEXI HE (BEEEZI/INIoHINEH. FHEEFEER)
 FHTE 7 BitTorrentZ X

[Stoica et al., ToN 2003}




2006: Amazon implements its internal Dynamo system using consistent hashing [1].
The goal of this system is to store tons of stuff using commodity hardware while
maintaining a very fast response time. As much data as possible is stored in main
memory, and consistent hashing is used to keep track of what’s where.

This idea is now widely copied in modern lightweight alternatives to traditional databases
(the latter of which tend to reside on disk). Such alternatives generally support few
operations (e.g., no secondary keys) and relax traditional consistency requirements in
exchange for speed. As you can imagine, this is a big win for lots of modern Internet
companies.

* [1] = Dynamo: Amazon’s highly available key-value store. DeCandia et al.,
SIGOPS 2007
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o [Q]FIKTE
o BIAND ] LENERE, MIAGRGETE, EX (AMl) EIEFILINEIRE
e tbaN(1,1,2,2,3), =12k, 282k, 31K

o Trivialffli%x: TAOEIF, RIFFEEZMETE), Bl AFRIrETHREE
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Count-min Sketch

e Count-min sketchE— 1"&IEEM, XIFXNTHOREZEHO0 < e < 1:
o MANMN ]| LEWNTTERRE, 8 —1Tx € [n], HitxHERIM T Z/MK

. BRI MABRHFEC<C<C+e-N

X =1 — 1/poly(n) CEEiItE, CEIENRE
\ . polylogn e~ — g POly lOg 12
. X FERATE—— HEXEHMEAETTENE———
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Count-min Sketch
PN /Y55
« REEAE: e
o MIE— 1 EVLREFRXREA : [n] — [m]
o« BN TRIIMEIEIM TN bucket, = bucket j € [miIcTTETEC[/]

I
et
N
))d§

s MIRRHR, BamEXx € [n|E W ClA(x) [FlErsiniE
PRI : S ITRAcount EMNE—RFIRE 7 K

m << nlELLheARg
(RZ) PR ASERMNERIS (!
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l(cond)@iEmEEL, FiFcondiF/E

1R [E11 S N5R[E0
[CIh)] = E [Co+ ) () = h(x)) - C, | = Co+ Y E[I(h(y) = h(x)) - C,]
YFX YFX
[Bl{ZNZTRARE TT = 2N
= C,+ ) Pr{h(x) = h(y)] - C, < C, + Nim
Y aFwERamts, BER RS HRE R, (B

(FHHALE) 4B LFR CABR FNR N EARE Sl
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Markov inequality: X > 0, BPr[X > a] <

+ 18X := Clh(x)] = C, >0, BBAE[X] < N/m B
N/m 1
. XXAMarkov, BPr[Clh(x)]—C,> € -N] < < —

€N

[ X]/a




WRARINE: Z/ RS Es/]VE

1T R EN = AT ENE=F

- HFClh(x)]|E225h, HELr AZ R Es/]VE
o FRBAZD0.5SMEERS{HA BT e/ NEJadditive error

o« BB2LIRALIBE1TO(0g n)REXmIinr] A1 — 1/poly(n)BiZE AT eN additive error
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o #IR1L:
+ BT = O(log n) MRIKIFENIEFRAY : [n] - [m], XBm = 2/e
e WA T mItcounter CYI1..ml=0 (1 <i<T)
count-minth 3z 15 BR
e }E/Mx € [n]ht:

e 8N = 1., T, BCOThYD () 18/

., Tiflx € [0 &RE min COTAO(X)]

1<i<T
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S . e == = H— (1) 7-|-A|_—,
o O ’§\E| COunt_mIn 8 COUﬂter = O A II:§\ ﬁng1§ﬁﬁn*¥ﬂ’] | ?Ehash h BE
ERE 1) =PI {RiEcounter#i 4B C V] LA XS BZAB N

o AL, 1= AEXNAFIBAEIcount-min, countertBANFI1SA U BEIERIcount-min
o FXE, countertBER] LA EI MA L MIFRBEIESE B count-min
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EZHkT
* k-Heavy hitter (k-HH): AZKENITTRENLAIENAE, KEIARE > N/kRIITE=

e [/ fBxa)fR: JREtop-kBINRETTE
o -HH—EfEtop-k, {BRRZ !

o AR SN REYImAA/1h0ExR, BEIRESESHRMITIEAD m
« AZIHZ LWIPIAIOHE, REHREIFE R=FHDoSK T
o XLENW AHEREARRIR//NATE, HIEAIZBREREVERE A

C BIER: BUAATRTEMEEIRE NSRRI, EETERSRATA Hk-HH
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» B RAONZEZNME: HIFEHEA, EILI > N/ ERNITER

b iBcount-minHEE, 1°F
EH/RZEhashP5ES g g0

s BUBRRER: BENHEIFIENEAZ R count-min sketch, El:
o« HIFIRZE cAYcount-min sketch
s WBATTTTER, FlIHcount-min sketchKE W HFITTEHIRE
 HBcount-min sketch[Bl& > N/kHITTEF MK
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» NI BB EE = RE LB RAIRBIMA BT RIKENR; ARAFIENE?
o« ENIMEIF SBIEANDITTRTEM
o HWIF—1RL, BiEA—1ITtEX, Eifcount-min, &IxEBIM/IRFIFAL

. oy o — \ — ABFIE: FRUEEBREEFNY € ]
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« WMAZE: 1REO<e <1, BEk > 1, WATEEETEEN R
e W81t M =0, —1&E[n] LA count-minFBEEMP(e), — 1 ESL
o ERIERAR, =x € [n]EIEANRT:
S8 TESHERR
o« M++; BBxIENAP; HPcount(x) > M/k, JExiRAL

e MBELHRABITTEY, WRPcountly) < M/k, MIEyMLAIER
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o SLPRPREAEBRREN (XRE) HWadk, WMD5SFH
o EAARZE RSS2 RV XTSRS &
- BEHRMEIBIRIUEAY: universal hashing




* Universal Hashing

o BMNE(ER/NTEIINEENLA : [n] - [m], (F1=

1
Vx #y € [n], Prlh(x) = h(y)] < .

1. AR—AE, FREmAERRN (BB S/NEZmM > m)
2. &k = [log, n], BMkMO,...,m — 1} LEDMIIFENER (a;}
3. 4ATEX € [n], ExRMMEHE, EXAK) = ) ax; mod m

2 Zkiu i
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1. AR—AgE, BRixsmAZRZ (BHEMBREE&/NERIm > m)
2. &k = [log, n], BkMO,...,m— 1} L& mIIBENER{a ]~
3. 4ATEX € [n], ExRMM-EHIE, EXAK) = ) ax; mod m

l

o« Bx £ yWEFEEL <i < KESx, # vy, BA

1

Prlh(x) = h()] = Pr |a;= = (4= 3) ™' Y a5~ y) modm| =—
j#i

mEZH, x;,—y, #0 mod mEL—E T aBYE{0,....m— 1} b

EEEMENBERZEL/m



BEALERZED,.... m — 1.k
s WFHERNEINFIM, FE—MEBO(og, n) T HENLEEVREA @ [n] — [m]

1
Vx #y € [n], Prlh(x) = h(y)] < .

o XTEREBATIERIUEL()FA(y)IRIL, E2EERREFEE X FRY“EiYE”
o XXFcount-minENABERLEIZT

KB —TFcount-minBd 49t
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o FANINITBRIE T count-min sketchB8 75 AR IR EIE R IT M Kk-HH @) &R
o N T RAZIRERRMAMEZEHIZE], LEEACEBES

e Deadline: 3H31H
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BN INZE /D—F R TE
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—it, x,HIMWELTFH
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— 2 ZIFEAMajority & A

o ¥iB1t.counter =0, current = NULL

fori=1ton
If counter == 0O: current = Ali], counter++
else if AJi]l == current: counter++
else: counter --

return current



* Z23E =1 Inner Product

Count-minfs3—1" .
(a,b) := Z ab,

=1

o [BJER: LA NE[N] LERIfrequency vector afllb, {&it{a, b)

« frequency vector: nZE[m=, FRITEN € [n]|HIMZIK
e N AIZE: FBIEREJoINRIELERE XK/
IEMRR“BHiE k&
* Join: W/I\%%EF'%W@%/I\ﬂ, G5 ToZEZFRIA A 1TIE K /RFR (Cartesian product)

» Cartesian product: (a, b, ¢) x (X, y, 2) = (ax, ay, az, bx, by, bz, cx, cy, cz)

e ITHRJOINRZER, FTEZFNEE /RJoinBIH
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S | S54E| R Rk 251
e | B EHHF S | BIR | BG 1 A X 100
1 A 1 X 100 ] A X 100
1 3 LI N S : 3 y 95
° X 20 1 B Y 95
2 A > Y 80
% A X 90
« ZREX/IVTE: 2 A Y 80

» RIEF S Kfrequency vectora = (2,1), b = (2,2)

» (a,b) =6



Rk
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s —MIETXFAEIESE, XFEFIRER sliding window”BIEE 5T

Initial Window
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Window Slides >

1 2 3 4 5 6 7 8 9




Karp-Rabin Hash
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op
=i
5

SN

(f0Java)

o ARUAREER, ZERIKEZEZEn#Ibinary string
e age—"1 (BUEK) HIEREL:

e MEH: h(S;.;) = h(S,.;) — 2h(S,..) mod g

h(S) := Z S,

=1

—hgitl, JZEMU[Z[RER Z2FH

. 2" mod g

(S || T) = 2"h(S) + i(T) mod g

W1 < i < nIbiEA(S,.,)BIRISR W1 < i < nFgtE2’ mod gfg
MERTRO()E B R FEhiE I LAO(])BY (8T E iz
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« =—Msketch: PLRFEZ MERFLENSEPRITERG{EEFME (MAUEFS)
s LMEBMEIEEN:

o HISRAIENIE LS PT AP M F S A E 18 E T F 5 89hash 3L 575 & PLEC. .
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o VRSIER: EES # TEZA(S) = h(T)
« MZHHHS — T mod g =0, BMYY|S — T|WERFRET PR
- EREI L |S-T| <L2", ZZAnTERTF

o FRANKMMERS, REEMBIO(N/O)NMEEP IS IEENQENA]

RSN XEEEEIRERS/n R[S — TINREFZHREF", B4
EX (EZ) nMEFBERHRES
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* Bloom Filter faf& 13 E2:

SELGRE =¥ 6

o HIPF—PEIELEN, XNF—1TEERS:
e 2EE[N], —ZRFIEN. MR, £ DIRE, HEE € [N|EESESE
» Bloom filter: BAO(n)=8], O(1)B7[8), DAKEEZR] — 6“RIh”[El&18)|0]

XENESHRARTRT
B OREMNEEIFHI/), LIrtELa= e

e IR EN: E—ELOIZEYes, INELOIZYesHIHERE < §
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Bloom Filter
=Wy =F

i N

o EA:
o WIF—PEREEmmN0-131EA, BT HENBEREALY | [N] —» [m]
o FEANXEIERAL <i < T, IBFRBEA[LDX) &R

e IsMember(x): EXEE] <i < T, A[hYx)|EE174 EZYes, FNINo

ExtEXIl, BafzhblE:sE
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Bloom Filter
TEIZEY: BXALEH, R YeshIHEER?

o STFEN, ZEAMY(x)] = OMWBER (WTR)
» &1 = h(x)
o HIBAENY # xBF, TPIEFEREETEEIEA [N

. /) AN AT 2R . T A% BAS T UtKsetIFEAIEER
AR A BRI AT IR > (1 1/171) AR, BEXFEENEIE/ER

s AnTRXFRIYEHRIEA, HLtmRA[r] = Or9EEER

> (1 — 1/m)"" =~ exp(—nt/m)
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m
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n

nlnd~!

. DEMIE = 5, WATLAEEm = T = log,(57)
(In2)?
Z=EO(nT), BFET i

— ~ — 1.441og, 0
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+ Bloom filter NEB X BT/ HIBRNEAR S e

» BMEAFFREBWAIENA/3ER, BHEEFEDIRAS KL ER!

 &/RqueryAJEEOMM BT, 1ZITE—T MBI TZUHERY . BXRIFEZ

o IFFREHSLIIBloom filterE LIk A ZB B



5 Count-min SketchEb#:

o “HONHR[EINO”IX—#H £ Fcount-min 2 ERYEXmMIn
o count-minB] LAIREZ R — 112025 BV pYBloom filter

o Bloom filterslEE4& % =T|8], count-minBY= 8] I 25 % RY

e count-minf9 I M2 E N F—"1 e NBJadditive error, X additive error
%3 Bloom fiilterfdset membership& i 2% = X i
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e The servers of Akamai Technologies, a content delivery provider, use Bloom filters to prevent "one-hit-wonders" from being stored in its disk caches.
One-hit-wonders are web objects requested by users just once, something that Akamai found applied to nearly three-quarters of their caching
infrastructure. Using a Bloom filter to detect the second request for a web object and caching that object only on its second request prevents one-hit

wonders from entering the disk cache, significantly reducing disk workload and increasing disk cache hit rates.! ']

e Google Bigtable, Apache HBase and Apache Cassandra and PostgreSQLm] use Bloom filters to reduce the disk lookups for non-existent rows or
columns. Avoiding costly disk lookups considerably increases the performance of a database query operation.“"‘]

e The Google Chrome web browser previously used a Bloom filter to identify malicious URLs. Any URL was first checked against a local Bloom filter, and
only if the Bloom filter returned a positive result was a full check of the URL performed (and the user warned, if that too returned a positive result).[15][16]

e Microsoft Bing (search engine) uses multi-level hierarchical Bloom filters for its search index, BitFunnel. Bloom filters provided lower cost than the
previous Bing index, which was based on inverted files.!'”!

 The Squid Web Proxy Cache uses Bloom filters for cache digests.''®!

e Bitcoin used Bloom filters to speed up wallet synchronization until privacy vulnerabilities with the implementation of Bloom filters were discovered.!'°!2°!

e The Venti archival storage system uses Bloom filters to detect previously stored data.?"

e The SPIN model checker uses Bloom filters to track the reachable state space for large verification problems.[22]

e The Cascading analytics framework uses Bloom filters to speed up asymmetric joins, where one of the joined data sets is significantly larger than the
other (often called Bloom join in the database literature).*"]

e The Exim mail transfer agent (MTA) uses Bloom filters in its rate-limit feature.®*!

e Medium uses Bloom filters to avoid recommending articles a user has previously read.!?]

e Ethereum uses Bloom filters for quickly finding logs on the Ethereum blockchain.



